Accessing your GP-held records via the NHS app or NHS website

As your GP practice, we have been asked to provide you with, no later than 31 October 2023,
access to your full medical record going forward via the NHS app (and NHS website) if you
have a suitable NHS login

Your GP medical record contains consultation notes based on conversations between you,
your GP and their team: medicines prescribed to you; all test results including hospital
investigations; allergies; vaccines; and your medical conditions along with documents that
may have been sent from local hospitals, clinics or other agencies, eg the police. There is
likely to be sensitive and personal information within your medical record.

We are supportive of providing you with access to your record, but we wish to do this safely
and make you aware that this is happening so that you can opt out, if you so wish. You may
wish to speak with us first to understand what it is that you will see, and the risks which may
be involved in having such confidential data either on your smartphone with the NHS app
installed or online if other people might have access to that information through your devices.
If you are in a difficult or pressured relationship for example, you may prefer your records to
remain accessible only to those treating you, with them not appearing on your smartphone or
online. Government has been clear that if a patient does not wish to have access, then we do
not have to provide it. This is one reason why we have asked if you wish to opt out, or have it
switched off for the time being.

For those who would like access, we are happy to explain the different levels you might like.
Everyone can have access to their medication history and allergies, for example, and will be
able to order their repeat prescriptions. It's also possible to request access to what we call
your ‘coded record’ where you can see a list of medical problems and results. You can also
request access to the ‘full’ record where you will be able to see everything, including the notes
which have been written by doctors, nurses and others involved in your care, at the GP
surgery, and elsewhere.

I's important to remember that these documents may, at times, contain information that could
be upsetting, especially if they contain news of a serious condition. It can also be a cause for
worry seeing results online when it isn’'t clear what the results might mean, and no one is
available to ask, as can be the case during the evening or at weekends, for example.

Sometimes people with a mental health condition might prefer not to see documents that
remind them of difficult times in their life. Letters from mental health teams sometimes go into
detail about past events, and great care would be needed in deciding whether you would want
to see these letters. It is possible for individual items to be hidden at your request and we
would be happy to talk about any concerns you may have.

Great care is also needed in case private details might cause harm at home, should people in
a difficult or pressured relationship be forced to show their medical record to an abusive
partner. Anyone in such a position should make this clear to us at the practice, so we can take
steps to keep you safe. This might mean removing access through the NHS app for the time
being, or through a careful process where we hide sensitive things. We would talk this through
with you.



Requesting access —what do | need to do?

The easiest way to get access is to create an NHS login through the NHS app. Although you
can also access your GP records via the internet on a computer, the first bit is easiest if done
through a smartphone. If you don’t have one, you may have a family member or friend you
trust who can help you. You can also ask your practice receptionist, but you'll need some proof
of who you are, eg a passport, driving licence or household bill.

If you use the NHS app, you'll have to set up an account using a unique e-mail address and
then ‘authenticate’ yourself to the NHS system to prove you are who you say you are. This will
involve confirming your name, date of birth and contact details. The NHS login has several
levels of authentication and to gain access to your records you'll need the highest level of
authentication. This generally involves you recording a short video of yourself to prove you
are a real person as well as uploading a copy of a suitable identification document. Your GP
practice can bypass this step if you are struggling, but we’'d ask you to try to sign up to the
NHS app yourself.

Once you have suitably authenticated yourself to the NHS app and created your NHS login
you can approach your practice and ask for access, being mindful of the risks associated with
access and the importance of not sharing passwords or having them stored in your
smartphone if you think other people might want to see them without your permission. If you
have any concerns, you should explain these to your GP practice team who can guide you.

Your GP practice will have a form they will ask you to complete, with your NHS login (this will
be the email address you used to sign up) and then you will have a chat about access and
your agreement and understanding will be requested. Once you are happy to get online
access, your request will be passed to the clinical team to review. It may be that the practice
wishes to contact you to discuss your request if there are any concerns raised so that access
can be given safely. We're not sure how many people will ask for access all at once so there
may be a wait, but we will do our best to get you online access as soon as we can.



CATHEDRAL MEDICAL GROUP

Application form for online access to prospective record
(See notes on next page to consider prior to seeking access)

Surname Date of birth
First name
Address

Postcode

Email address

Telephone nhumber Mobile number

I wish to access my medical record online and understand and agree with each statement (tick)

1. I will be responsible for the security of the information that I see or download and I t
have read the information on the next page

2. IfIchoose to share my information with anyone else, this is at my own risk U

3. IfIsuspect that my account has been accessed by someone without my agreement, I | [
will contact the practice as soon as possible

4. IfIsee information in my record that is not about me or is inaccurate, I
will contact the practice as soon as possible

U
5. If I think that I may come under pressure to give access to someone else
unwillingly I will contact the practice as soon as possible.
O
Signature Date
For practice use only
Patient NHS number
Identity verified by (initials) Practice computer ID number
Documentary Method used Vouching []

evidence provided . o .
P Vouching with information in record []

Photo ID and proof of residence []

Authorised by

Date access created Date

Date patient informed — or message added to clinical notes due to SMS message

Additional notes

Reason for refusal if record access is refused after clinical |Assured by (initials)




Ref : RCGP Toolkit
https://elearning.rcgp.org.uk/mod/book/view.php?id=13455&chapterid=767

Please note:

e It will be your responsibility to keep your login details and password safe and secure. If you
know or suspect that your record has been accessed by someone that you have not agreed
should see it, then you should change your password immediately. Access can also be
gained on some phones using fingerprints or Face ID — please consider this.

e If you have concerns about this, we recommend that you contact the practice so that they
can remove online access until you are able to reset your password.

e If you print out any information from your record, it is also your responsibility to keep this
secure. If you are at all worried about keeping printed copies safe, we recommend that you
do not make copies at all.

e The practice may not be able to offer online access due to a number of reasons such as
concerns that it could cause harm to physical or mental health or where there is reference
to third parties. The practice has the right to remove online access to services for anyone
they feel it could harm or be put at risk.

Key considerations

Forgotten history There may be something you have forgotten about in your record that you might
find upsetting.

L Abnormal results or bad news If your GP has given you access to test results or letters, you may see
something that you find upsetting to you. This may occur before you have spoken to your doctor or
while the surgery is closed and you cannot contact them.

|IChoosing to share your information with someone It’s up to you whether or not you share your
information with others — perhaps family members or carers. It’s your choice, but also your
responsibility to keep the information safe and secure.

|Coercion If you think you may be pressured into revealing details from your patient record to
someone else against your will, it is best that you do not register for access at this time.

Misunderstood information Your medical record is designed to be used by clinical professionals to
ensure that you receive the best possible care. Some of the information within your medical record
may be highly technical, written by specialists and not easily understood. If you require further
clarification, please contact the surgery for a clearer explanation.

Information about someone else If you spot something in the record that is not about you or notice
any other errors, please log out of the system immediately and contact the practice as soon as
possible.



https://elearning.rcgp.org.uk/mod/book/view.php?id=13455&chapterid=767

